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Dear Ladies and Gentlemen,
 
During CYBERSEC EXPO & FORUM 2024, on June 19 in Kraków, in the presence of Deputy Prime Minister 
and Minister of Digital Affairs Krzysztof Gawkowski, a letter of intent was signed between the Kościuszko Insti-
tute and the European Cybersecurity Organization (ECSO) regarding the organization of a series of events dedi-
cated to the digital and technological policy priorities of Poland’s presidency in the Council of the EU.
	 The initiative aims to support Poland’s presidency in achieving goals related to cybersecurity and new 
technologies, strengthen cross-sectoral dialogue on digital challenges, and engage diverse stakeholders in sha-
ping public policies, contributing to the development of specific strategies and solutions.
	 In the face of rapid digitization and growing cybersecurity challenges, digital competencies and aware-
ness of cyber hygiene principles are essential foundations for the stable development of an information society. 
This document, prepared for the Ministry of Digital Affairs, includes recommendations for actions aimed at iden-
tifying gaps, increasing the level of knowledge and skills in the safe use of digital technologies in Poland. These 
recommendations are based on the expertise and experience of professionals and the results of analyses of key 
challenges in the areas of digital skills and cyber hygiene, identified by a working group comprising of experts 
from the public sector, representatives of the European Cybersecurity Organization (ECSO), the private sector, 
and educational institutions.
	 The work on the policy brief is aligned with the Strategy for the Development of Digital Competencies for 
2025-2035, published by the Ministry of Digital Affairs, and incorporates Poland’s key priorities stemming from 
its undertaking of the presidency of the Council of the European Union.
	 The developed recommendations will contribute to achieving community goals, such as building a se-
cure and digitally resilient Europe, through the development of tools for support and education in the field 
of cybersecurity.
	 This document includes proposals for specific actions designed to help implement the Ministry’s strategy, 
ensuring that society and institutions gain awareness and preparedness for the challenges of the digital future 
and acquire the ability to effectively protect their resources and data in an increasingly complex digital environment.
 

The policy brief has been divided into five areas:  

1.	Challenges in cybersecurity – skills
2.	Mapping the cybersecurity skills gap  
3.	Training in cybersecurity  
4.	Cyber hygiene practices and current challenges  
5.	Cross-sectoral collaboration  

Share of the main areas of recommendation
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Cross-sectoral collaboration

Cyber hygiene practices and current 
challenges

Challenges in cybersecurity – skills

Training in cybersecurity 

Mapping the cybersecurity skills gap



4

We would like to express our heartfelt gratitude to all members of the working group whose dedication, 
knowledge, and experience contributed to the creation of this document. The developed recommenda-
tions represent a significant step in building a digital and secure society. We extend our sincere thanks 
to the Ministry of Digital Affairs for their invaluable support and commitment, which played a crucial role 
in the realization of our initiative. We greatly appreciate your professionalism, openness to cooperation, 
meaningful contributions, and support of our shared mission.
 

Members of the working group:

1.	Dr. Eng. Jędrzej Bieniasz – Cybersecurity Center, Warsaw University of Technology
2.	Wojciech Bobak – National-Louis University, School of Business 
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4.	Beata Chodacka – AGH University of Science and Technology in Kraków 
5.	Marietta Gieroń – The Kościuszko Institute 
6.	Kayle Giroud – Global Cyber Alliance 
7.	Paulina Górska – The Kościuszko Institute 
8.	Sid Hollman – Digital Europe 
9.	Karol Jędrasiak – GETES Institute 

10.	Łukasz Jędrzejczak – Deloitte 
11.	Katarzyna Nowak – Ministry of Digital Affairs
12.	płk dr Piotr Potejko – University of Warsaw
13.	Michał Pukaluk – Ministry of Digital Affairs
14.	Krzysztof Sierański – Information Security Foundation
15.	Alek Tarkowski – Open Future Foundation 
16.	Mariusz Ustyjańczuk – Deloitte 
17.	Martyna Wilk – Wrocław Center for Social Development
18.	Katarzyna Wójtowicz-Garcarz – GETES Institute 
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Skills in the field of cybersecurity are critical today for 
the effective functioning of society and the economy, 
yet the skills gap in this area poses a significant chal-
lenge. There is a shortage of specialists, a lack of basic 
digital education, and technological exclusion among 
various social groups, all of which require urgent ac-
tion. Cybersecurity is not just about system protec-
tion but also about developing practical skills, critical 
thinking, and resilience against misinformation. Invest-
ments in education, harmonized certification programs, 
and cross-sector collaboration are essential to build 
a resilient society capable of meeting the challenges 
of the digital reality.

CHALLENGES
AND RECOMMENDATIONS

CHALLENGES

The European Union is currently facing a shorta-
ge of approximately 3 million cybersecurity specia-
lists, with Poland also experiencing a significant skills 
gap in this area. The gap encompasses both techni-
cal and soft skills, posing a significant challenge for 
the labor market. The situation is further exacerbated 
by the emigration of experts abroad and fundamental 
educational shortcomings in society, requiring a com-
prehensive, society-wide approach.
	 At the same time, there is a visible lack of ba-
sic knowledge about digital hygiene and practical skills, 
such as understanding data structures or the principles 
of safe information sharing. To address these gaps, 

employers are increasingly opting for workplace tra-
ining and coaching as effective methods of developing 
the required skills.
	 The digital skills gap problem affects not only 
the technology sector but society as a whole. Many 
people still lack basic computer skills or knowledge 
of software such as Microsoft Office. While founda-
tions and non-governmental organizations run pro-
grams aimed at raising awareness of cybersecurity 
and digital competencies, more fundamental deficien-
cies in knowledge and skills are evident in practice. 
A lack of motivation to address these deficiencies fur-
ther deepens digital exclusion.
	 Paradoxically, the rapid development of techno-
logy has not narrowed the gap but has instead widened 
it. Individuals with deficits in digital skills, particularly 
older adults, face increasing difficulties in compensa-
ting for these deficiencies. Digital exclusion is especial-
ly pronounced in the 60+ age group, where skills are 
often limited to basic computer use, and access to de-
velopment opportunities remains restricted.
	 Generational differences in attitudes toward 
technology further reinforce these inequalities. Older 
generations often show a lack of trust in technology 
and difficulties in adapting to it, while younger gene-
rations, despite growing up in a digital environment, 
often lack critical information analysis skills and re-
silience to misinformation. These discrepancies lead 
to misconceptions and myths, reinforcing intergenera-
tional barriers and hampering the development of ne-
cessary digital skills in society.

TOPIC I:

Challenges
in cybersecurity
– skills
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RECOMMENDATIONS

1.	Establish a comprehensive catalog of skills encom-
passing both soft and technical digital competen-
cies. This process should support continuous skill 
development and promote the idea of lifelong le-
arning. It is essential to precisely define the range 
of competencies expected of graduates to meet 
current labor market needs. This catalog should be 
developed in collaboration with business represen-
tatives to align it with evolving professional require-
ments. Graduates should not only possess basic 
digital skills but also be prepared to operate in ra-
pidly changing technological conditions. The syste-
matization of graduate profiles and a clearly defined 
skill set are crucial for preparing individuals to meet 
the challenges of the modern world. The European 
Union can play a significant role as a natural plat-
form for collaboration in establishing unified stan-
dards for digital competencies.

2.	Education programs should combine digital and soft 
skills, such as critical thinking, situation analysis, 
and problem-solving. A structural approach to te-
aching is necessary, focusing on understanding sys-
tem processes and technology operations rather 
than simply using specific tools. The inclusion of cy-
bersecurity education from an early stage, promoting 
awareness and skills development in youth, is essen-
tial. The education system should integrate formal 
university pathways with informal training, ensuring 
mutual reinforcement of certifications and academic 
studies. Adapting training programs to changing la-
bor market needs requires close collaboration with 
employers, policymakers, and educational institu-
tions. Introducing a minimum curriculum on digital 
hygiene, with effective implementation and enfor-
cement, is a priority for building an informed society. 
Additionally, public awareness and education cam-
paigns should build trust and emphasize the impor-
tance of IT and cybersecurity education. A cross-di-
sciplinary approach combining soft and hard skills 
provides a solid foundation for modern educational 
programs and addresses the needs of the changing 
job market. Developing an educational strategy sup-
porting digital competencies at local and national le-
vels, including collaboration with local governments, 
is essential for bridging the skills gap.

3.	Increase access to junior positions, internships, 
and workshops focused on practical experience 
rather than requiring extensive certifications. Cre-
ate environments that support retraining and skill-

-building, such as workshops and dedicated training 
sessions. A shift in narrative is also needed— cyber-
security should be framed as a space for learning 

and development rather than a narrow specializa-
tion. Employers should revise their qualification 
requirements, focusing on practical skills like pro-
ject portfolios or practical tests rather than formal 
references. Micro-certifications, online courses, 
and other alternative qualifications should be more 
widely appreciated.

4.	Encourage individuals from non-technical fields 
to transition into cybersecurity and include those 
with non-technical skills who can develop their com-
petencies on the job. Emphasize the value of soft 
skills, such as critical thinking and project manage-
ment, in cybersecurity. Diverse teams perform bet-
ter, a fact that should be highlighted in promotional 
and informational campaigns.

5.	Avoid stereotypical advertising campaigns, such 
as „You too can work in IT,” which ignore the existing 
experience and skills of potential female candidates, 
often having a counterproductive effect. Implement 
programs supporting women in IT, such as training 
in incident detection.

6.	Consider creating an educational platform, within 
the M-Obywatel application for example, to serve 
as an informational and educational space. This 
initiative could raise awareness of fraud methods 
targeting seniors, teach recognition of credible in-
formation sources, and combat misinformation. 
Particular attention should be given to addressing 
the inadequate digital skills of older generations, 
supporting their adaptation to the rapid pace of tech-
nological development. These efforts could include 
creating educational spaces related to cybersecu-
rity, building trust in technology, and emphasizing 
the importance of collaboration for online safety. 
Strengthening community empowerment and im-
plementing intergenerational programs to overco-
me barriers and integrate age groups around shared 
educational goals are essential. At the same time, 
efforts should counter „cyber resistance”—an aver-
sion to learning new digital competencies that have 
become essential in daily life and the digital reali-
ty. Systematic monitoring and analysis of activities 
in cyberspace will allow better shaping of its deve-
lopment. Consistent support in learning and open-
ness to new technologies will help create an infor-
med and resilient digital society.

7.	Policymakers play a crucial role in creating conditions 
conducive to the development of digital and profes-
sional competencies. It is necessary to ensure stable 
and adequate funding, support regulations that al-
low greater flexibility in education and employment, 
and promote EU-recognized certification standards. 
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These actions should align with a long-term labor 
market development strategy, accounting for tech-
nological changes and the needs of various social 
groups. Non-governmental organizations can play 
a significant role in organizing training and certifica-
tion for ICT experts, particularly in digitally excluded 
areas. To fully leverage their potential, financial sup-
port and appropriate legal frameworks facilitating 
cross-sector collaboration are essential. Such co-
operation could include public-private partnerships 
to utilize available resources effectively and introdu-
ce innovative solutions. Additionally, attention sho-
uld be given to developing educational programs for 
disadvantaged groups, such as older adults, women 
entering the ICT job market, or youth in regions with 
limited access to modern technologies. It is also criti-
cal to invest in initiatives that promote awareness 
of the importance of digital competencies in daily 
life, both professionally and socially. Building socie-
tal awareness, supporting local leaders, and motiva-
ting young people to engage in the ICT sector can 
contribute to a more sustainable and resilient labor 
market prepared for future challenges.

8.	Establish unified European certification programs 
covering both technical and soft skills essential 
in modern workplaces. These certifications, reco-
gnized across the European Union, can create a con-
sistent qualification assessment system, facilitating 
the mobility of specialists between member states. 
A key aspect of this approach is the development 
of practical educational programs in collaboration 
with employers. Practical training in real working 
conditions and the promotion of recognizable cer-
tifications can encourage broader social groups 
to pursue cybersecurity and other IT fields. Certifi-
cations verifying specific skills provide opportunities 
for individuals with talent and motivation to deve-
lop, even without traditional academic backgrounds. 
This approach enables the recruitment of new em-
ployees with diverse competency profiles. Additio-
nally, modular education pathways should be deve-
loped, allowing for gradual qualification acquisition 
tailored to individual needs and capabilities. Such 
a system promotes flexibility, facilitates balancing 
work and study, and increases access to education 
for individuals from disadvantaged regions or with 
limited access to traditional forms of learning. Mo-
reover, the development of harmonized certification 
programs can significantly reduce barriers to ente-
ring the labor market. Transparency and recognition 
of qualifications at the European level will enable 
employers to assess candidates’ competencies more 
quickly and learners to align more easily with mar-
ket requirements. Investing in such solutions also 
supports inclusivity, allowing more people to grow 

in the IT and cybersecurity fields, which in the long 
term can help reduce the shortage of specialists 
in these areas. Ultimately, these actions should be 
part of a broader strategy, encompassing not only 
certification implementation but also promoting 
international collaboration, supporting innovative 
teaching methods, and raising societal awareness 
of the importance of digital competencies for the fu-
ture labor market.
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Mapping the cybersecurity skills gap involves identify-
ing areas where appropriate skills are lacking in order 
to meet the demands of a rapidly developing digital re-
ality. In the face of the dynamic advancement of tech-
nology and the rapidly changing digital environment, it 
is crucial to undertake actions aimed at understanding 
critical areas of deficit. Effective mapping allows for 
the assessment of the scale of problems and the iden-
tification of necessary steps to address them, suppor-
ting workforce development, and increasing the digital 
resilience of organizations and society.

CHALLENGES
AND RECOMMENDATIONS

CHALLENGES

The cybersecurity industry faces numerous challen-
ges stemming from a shortage of qualified personnel. 
The demand for experts with technical skills, such 
as cloud security, information and network system 
protection, data privacy assurance, threat analysis, 
and incident management, is growing significantly. Key 
roles requiring these qualifications include Chief Infor-
mation Security Officer (CISO), Cybersecurity Imple-
menter, and Cyber Incident Responder.
	 Many companies struggle to build cybersecu-
rity departments from scratch, hindered by the limited 
number of qualified experts, especially in areas such 
as incident response, threat identification, and system 
security testing. An additional challenge is the shor-
tage of mid-level technicians and specialists, which 

indicates the need to expand training opportunities 
beyond traditional higher education institutions.
	 The current education system does not keep 
pace with the industry’s growing needs, necessitating 
a diversified approach to skills development, including 
vocational training and practical programs. The lack 
of such initiatives results in delays in preparing spe-
cialists to work in the dynamic and demanding field 
of cybersecurity.

RECOMMENDATIONS

1.	Regular identification of key competency areas 
in cybersecurity is essential. This should be based 
on collaboration with the private sector, educational 
institutions, and industry experts to address both 
current needs and emerging technological trends.

2.	Effective measurement of the skills gap should 
involve analyzing current and future demand for ro-
les, competencies, skills, and knowledge in cyberse-
curity, as well as the existing supply of educational 
and training programs in this area. Society should 
be made more aware of the current and projected 
number of cybersecurity specialists and the unfilled 
vacancies in this field.

3.	Research and reporting on the identification of key 
competency areas should be systematic to conti-
nuously monitor digital skills gaps and effectively re-
spond to emerging challenges and the dynamically 
changing needs of the labor market.

TOPIC II:

Mapping
the cybersecurity
skills gap
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4.	It is recommended to establish a central informa-
tion hub within the activities of existing institutions 
at the national level (e.g., NCC) and/or EU level (e.g., 
ENISA). This hub would provide information on 
the latest cybersecurity trends and expert advice on 
effective ways to respond to them. Strengthening 
the visibility of actions taken by these institutions 
at the national level is also crucial, ensuring that 
experts and society receive comprehensive infor-
mation on market conditions in terms of employ-
ment opportunities.

5.	Employers should actively and regularly communica-
te their staffing needs and engage in collaboration 
with universities, schools, and other educational 
institutions. Joint development and updates of cu-
rricula will help tailor education to the dynamically 
changing demands of the labor market. Reporting on 
such activities will facilitate more effective manage-
ment and optimization of educational processes.

6.	Providing funding to NGOs will enable them to de-
velop training programs for specialists and employ-
ees in cybersecurity. This will increase access to re-
liable practical courses and certifications, helping 
to address staffing shortages in the sector.

7.	The public sector should intensify collaboration with 
businesses and educational institutions to improve 
the quality of education, particularly at the school 
level. These partnerships can support the imple-
mentation of modern teaching methods for compu-
ter science and cybersecurity and allow for the dy-
namic adjustment of training content to the needs 
of the digital economy.

8.	Expanding access to entry-level positions and cre-
ating internships and apprenticeships focused on 
gaining practical experience can activate underre-
presented groups in the industry, such as women, 
individuals with disabilities, and immigrants. These 
programs should be more flexible to accommodate 
individuals with varying commitments.
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Cybersecurity training is becoming increasingly im-
portant, but its current state reveals significant chal-
lenges. The lack of appropriate digital education from 
early stages of schooling results in low societal awa-
reness and limited skills for safe navigation in cyber-
space. Additionally, traditional teaching methods fail 
to keep pace with the rapidly evolving digital world, 
leading to a skills gap. The issue is further exacerbated 
by limited access to training in less developed regions 
and widespread resistance to digital education, which 
hinders society’s preparedness for the challenges 
of modern technology.

CHALLENGES
AND RECOMMENDATIONS

CHALLENGES

The lack of adequate curricula and significant gaps 
in education are major obstacles to building essential 
digital competencies in society. Fundamental deficien-
cies stem from improper teaching methods—youth 
often fail to understand the basic principles of cy-
berspace, resulting in low awareness of safe behavior 
in digital environments. The insufficient introduction 
of digital education in early stages of schooling leads 
to difficulties in adapting to the technology-driven 
modern world.
	 Moreover, resistance to adopting modern te-
aching methods exacerbates challenges in engaging 
younger generations and motivating them to expand 
their knowledge independently. Traditional appro-

aches, based on theoretical knowledge transfer, do not 
meet the expectations of youth, who prefer interactive 
and practical forms of learning. Furthermore, limited ac-
cess to specialized training in less developed regions de-
epens inequalities in digital skills, hindering professional 
development and competitiveness in the job market.
	 Designing effective educational programs 
in cybersecurity is becoming increasingly challen-
ging due to the dynamic advancement of technology. 
The pace of digitalization surpasses the development 
of organized expert knowledge, requiring rapid ada-
ptation in the education sector. Creating effective pro-
grams necessitates accounting for the evolving nature 
of the industry and fostering collaboration across va-
rious sectors. Only in this way can educational content 
be aligned with real market needs and meet the de-
mands of the modern digital economy.

RECOMMENDATIONS

1.	Begin Internet safety education in primary schools, 
teaching children to recognize misinformation 
and think critically online, explaining that not eve-
rything they encounter on the Internet or social 
media is true. A unified minimum curriculum should 
be developed to ensure everyone has basic know-
ledge of safe cyberspace use and understands how 
to practically utilize modern digital technologies.

2.	Cybersecurity training programs must be flexible 
and designed for regular updates to reflect the dy-
namic changes in digital threats and tools. These 
programs should be developed in collaboration with 

TOPIC III:

Cybersecurity training
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industry experts and the private sector to deliver 
the most current knowledge in an accessible man-
ner. It is important that these courses are widely 
available and, whenever possible, free of charge.

3.	Educational materials must be adapted to various 
social groups, using simple language and intuitive 
tools to enable both beginners and advanced tech-
nology users to acquire knowledge and eliminate 
entry barriers.

4.	Introduce intergenerational workshops that raise 
awareness about misinformation and online safety. 
These initiatives can effectively support education 
while also strengthening social bonds.

5.	To address resistance to digital education, modern 
educational methods that engage and interest par-
ticipants must be utilized. Educational games that 
combine entertainment with learning can help de-
velop specific skills and impart knowledge in reali-
stic, interactive contexts. Gamifying educational 
paths will make the learning process more engaging, 
motivating, and accessible to a broad audience.

6.	Threat scenario simulations, enriched with practical 
exercises and realistic examples, can significantly 
enhance the effectiveness of training programs, pre-
paring participants to handle real-world challenges 
in cyberspace. Students should have the opportunity 
to address actual cybersecurity issues, such as ma-
naging cyber incidents or analyzing misinformation. 
These exercises develop both technical competen-
cies and collaboration and analytical thinking skills.

7.	Practical, interactive activities like workshops 
and labs are essential to effectively engage youth 
and enable experiential learning.

8.	Highlight the importance of soft skills, including le-
gal, political, and ethical considerations, to clearly 
show that online safety is not only about technical 
issues but also about social responsibility awareness.

9.	Develop interactive platforms offering courses 
and innovative tools to address digital skills gaps 
and prepare younger generations for the challenges 
of the modern digital reality.

10.	Companies and institutions should actively sup-
port digital education by co-developing training pro-
grams and promoting the idea of responsible digital 
citizenship. It is crucial to cultivate the concept of an 

„E-Citizen” capable of functioning in an increasingly 
digitalized reality.
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Cyber hygiene, defined as a set of practices aimed 
at the safe use of digital technologies, is becoming an 
essential part of modern life. The rapid development 
of technology and increasing threats in cyberspace hi-
ghlight the lack of sufficient knowledge regarding basic 
digital safety among both employees and the general 
public. This issue is exacerbated by a lack of legal regu-
lations, inadequate training approaches, and insufficient 
cross-sector collaboration. The COVID-19 pandemic 
and the adoption of remote work systems have signifi-
cantly exposed these shortcomings, increasing the vul-
nerability of organizations and users to cyber threats. 
In an increasingly digital world, the development and im-
plementation of effective cyber hygiene practices are 
crucial to ensuring security at both individual and orga-
nizational levels.

CHALLENGES
AND RECOMMENDATIONS

CHALLENGES

The state plays a key role in promoting and enforcing 
cyber hygiene principles, as it can introduce regulations 
that make these practices an integral part of daily life. 
The absence of such regulations means cyber hygiene is 
not prioritized, leading to a lower level of societal cyber 
resilience. The approach to cyber hygiene training needs 
to change, emphasizing intensified cross-sector colla-
boration. Such collaboration helps experts and trainers 
tailor programs to new threats and market demands. Fa-
ilure to align training with technological developments 

can leave society unprepared for emerging threats. A lack 
of updates to training content may also reduce interest, 
lowering their effectiveness. Evaluating the effectiveness 
of training is essential and allows for the necessary mo-
difications to support the development of cyber hygiene.
	 Educational initiatives can support the growth 
of cyber hygiene by enabling access to training. Exam-
ples include the Global Cyber Alliance (GCA), which 
developed cybersecurity toolkits to eliminate financial 
barriers and provide basic protection tools for small 
and medium-sized businesses, non-profits, and indi-
vidual users. Another notable initiative is Cyberpeace 
Builders by the Cyberpeace Institute, which addresses 
skill gaps in technical assistance by offering technologi-
cal support to vulnerable organizations such as hospitals 
and humanitarian groups.
	 The COVID-19 pandemic has transformed 
work models, forcing organizations worldwide to rapi-
dly adapt to remote work systems. A significant portion 
of employees began working outside the office. While 
this model has brought many benefits to individuals, it 
has also introduced new challenges related to digital se-
curity. There is a notable shortage of basic knowledge 
about digital safety and practical skills, such as under-
standing data structures or principles for securely sha-
ring information.

RECOMMENDATIONS

1.	Efforts should be made to increase awareness of ava-
ilable cyber hygiene training and facilitate access to it. 
Digital tools such as the M-Obywatel application can 
serve as effective communication channels, remin-

TOPIC IV:

Cyber hygiene practices
and current challenges
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ding users about training sessions, events, and educa-
tional resources. Information campaigns should em-
phasize the benefits of enhancing digital security skills.

2.	Cyber hygiene practices should be codified into law 
and implemented as a standard for entities within 
the National Cybersecurity System (KSC). Regula-
tions requiring regular digital security training for 
critical sectors of the economy are essential.

3.	Cyber hygiene training should be easily accessible, 
free of charge, and offered at various levels of advan-
cement—from basic courses for beginners to advan-
ced programs for IT specialists. Digital solutions such 
as e-learning platforms, mobile applications, and in-
formational portals can significantly increase access 
to education, supporting the development of cyber-
security skills across a broad social spectrum.

4.	Cyber hygiene education should be conducted sys-
tematically and constantly adapted to new challen-
ges and evolving digital threats. Educational content 
must be regularly reviewed and updated to ensure its 
relevance. This approach not only increases societal 
awareness but also contributes to building resilience 
against increasingly common cyber threats.

5.	An integrated approach that includes educational 
programs in schools and simplified tools and prac-
tices for end-users is needed. Employers should be 
legally required to organize training that incorporates 
cyber hygiene and digital safety practices. This will 
enhance organizational resilience to cyber threats 
and mitigate undesirable legal and financial consequ-
ences, such as data loss or server attacks. Non-gover-
nmental organizations specializing in cybersecurity 
can play a crucial role in creating materials tailored 
to the specific needs of different target groups. Such 
training should be brief but conducted periodically 
to facilitate knowledge retention.

6.	Implement mechanisms to assess the effectiveness 
of educational initiatives in the field of cyber hygiene. 
Analyzing results will enable improvements in training 
programs, enhancing their efficiency.

7.	States and organizations should establish standard 
digital safety principles and digital workplace safety 
and hygiene guidelines, including both universal 
directives and detailed recommendations for specific 
roles. Mandatory training and tests based on practical 
examples should be conducted annually. Experience 
from institutions such as The Polish Cyber Command 
shows that such measures can improve organizatio-
nal resilience by up to 30%.
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Cross-sectoral cooperation plays a key role in buil-
ding resilience to cyber threats and developing com-
petencies essential in the digital world. The rapid 
pace of technological advancement requires the en-
gagement of the public, private, educational sectors, 
and non-governmental organizations, to create cohe-
rent strategies and programs that meet current market 
needs. Public-private partnerships and collaboration 
with local governments allow for better resource uti-
lization, support innovative educational and training 
initiatives, and help close the skills gap in society. Ef-
fective partnerships not only enhance cybersecurity 
levels but also support the development of local com-
munities and their ability to adapt to rapidly changing 
digital challenges.

CHALLENGES
AND RECOMMENDATIONS

CHALLENGES

Building a resilient society requires the involvement 
of both the public and private sectors in developing 
coherent strategies for skills development. Public-pri-
vate partnerships (PPPs) have proven to be an effec-
tive model of such collaboration, which can be used 
to increase the efficiency of training programs and play 
a vital role in skills development. Collaboration among 
various stakeholders enables better resource utilization 
and the identification of specific cybersecurity needs. 
These partnerships facilitate the implementation of in-
novative initiatives, such as intergenerational workshops 
or specialized programs for different social groups, sup-

porting the development of competencies to address 
the rapidly changing technological environment.
	 Educational institutions, as knowledge leaders, 
can leverage international research and trends to desi-
gn curricula aligned with current labor market require-
ments. At the same time, close collaboration between 
educational institutions and industry enables the anti-
cipation of needs and the adaptation of training pro-
grams. Such partnerships can play a crucial role 
in creating effective cybersecurity training programs, 
especially by engaging various social groups and insti-
tutions at all levels. Industry, educational institutions, 
and public institutions play key, complementary roles 
in identifying and addressing specific cybersecurity 
skills needs. Private companies also serve an informa-
tional role by providing data on market and techno-
logical needs, allowing for the continuous adaptation 
of curricula. Internships and apprenticeships organi-
zed by companies help verify acquired competencies, 
identify gaps that need to be addressed, and support 
certifications and internal training. Collaboration with 
local governments, which can promote cybersecurity 
education, is also a significant step in closing the skil-
ls gap in society. This will enable effective adaptation 
to the challenges of the modern world.

RECOMMENDATIONS

1.	Introduce platforms that enable companies to pro-
vide feedback to academic centers and educational 
institutions on curricula, allowing the continuous 
adaptation of educational offerings to labor market 
requirements. Supporting feedback loops with indu-

TOPIC V:

Cross-sectoral
cooperation
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stry is essential to ensure that cybersecurity training 
programs reflect the latest threats and technical 
requirements. Formal mechanisms for industry fe-
edback, such as including private sector representa-
tives in advisory boards of educational institutions, 
should be implemented.

2.	Enterprises should actively define their current 
and future needs, support the development of their 
employees’ skills, and promote flexible educational 
models that include both technical and interperso-
nal skills. Regular consultations on graduate expec-
tations and curriculum updates are fundamental 
to aligning education with real-world challenges.

3.	Public-private partnerships (PPPs) should focus on 
impact and addressing skills needs with measurable 
indicators. Foundations, NGOs, and state institu-
tions can jointly conduct educational and training 
programs tailored to the needs of various groups, 
such as seniors, children, and individuals with low 
digital skills.

4.	Create a cohesive education system that enables 
continuous knowledge and skills updates, conside-
ring the rapid pace of technological development. 
Priority should be given to introducing curricula 
that foster critical thinking, data analysis, and risk 
assessment.

5.	PPPs can support the development of local cyberse-
curity initiatives and structures, particularly through 
collaboration with local governments. Such actions 
will help develop competencies in underprivileged 
regions often overlooked in central educational 
strategies, making programs more flexible, accessi-
ble, and aligned with the latest technological trends.

6.	The state should provide strategic support by finan-
cing educational initiatives and creating regulations 
that facilitate cross-sectoral cooperation. Govern-
ments can influence local authorities to require the es-
tablishment of cybersecurity structures and support 
local educational programs. These actions ensure 
a common language and understanding among sta-
keholders, leveraging frameworks and standards.

7.	Local governments can initiate local educational 
programs, organize intergenerational workshops, 
and engage various social groups in activities.

8.	Educational grants, municipal funds, or EU funding 
can significantly contribute to implementing tra-
ining projects. Simplifying application procedures 
and reducing bureaucracy will increase the efficien-
cy of using available resources.

9.	Coordinated initiatives supporting the implemen-
tation of digital competency development tasks, 
such as those of ECCC or ENISA at the EU national 
levels, are essential. The Ministry of Digital Affairs 
should consider establishing a coordinated network 
of 16 information-educational centers at the re-
gional level. Their tasks would include informatio-
nal campaigns, educational campaigns for primary 
and secondary school students, seniors, and local 
communities, as well as specialized training for hi-
gher education institutions. These centers would 
also collaborate with local governments to deve-
lop and implement cybersecurity sector strategies. 
Such centers could serve an informational role 
for the Ministry while implementing continuous 
and systematic actions to enhance digital compe-
tencies, including cybersecurity and misinformation 
identification. Annual evaluative consultations with 
private sector representatives would allow for cur-
riculum adaptation and systemic inclusion of digital 
education in the teaching process. Implementing 
similar solutions nationally in EU member states will 
contribute to effectively establishing and directly 
implementing unified digital competency standards.

10.	Companies should actively offer entry-level po-
sitions to individuals new to the job market, enabling 
skill development and addressing the industry’s de-
mand for a qualified workforce.

11.	Partnerships should be based on measurable goals 
that account for flexibility and adaptability to new 
challenges. As the technological landscape evolves, 
strategies and long-term objectives should be regu-
larly updated.

12.	To ensure the sustainability of multi-stakeholder 
training initiatives, it is essential to document expe-
riences and outcomes, enabling better manage-
ment of educational processes and their adaptation 
to changing requirements. Implementing modular 
programs that can be modified according to emerging 
technologies and threats will ensure greater relevan-
ce and effectiveness.
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Summary
of key
recommendations

The key recommendations are summarized below, or-
ganized by priority for action:

1.	Challenges in cyber security:

•	Creating a catalog of digital competencies with 
both soft and hard skills. 

•	Early education in critical thinking and digital he-
alth and safety.

2.	Competency gap mapping:

•	Regular identification of competency gaps with 
private sector participation.

•	Creating central information points to support 
the labor market and education.

3.	Training in cyber security:

•	Flexible, practical and regularly updated training 
programs. 

•	Introducing educational games and simulated 
threat scenarios.

4.	Cyber hygiene practices:

•	Incorporating cyberhygiene standards into regu-
lations and mandatory employee training.

•	Creating intuitive educational tools and applica-
tions.

5.	Cross-sector cooperation:

•	Strengthening cooperation between PPPs 
and with local governments on local education 
programs. 

•	Developing information and education networks 
at regional and national levels.
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The NIS2 Directive, which aims to increase the level 
of security of network and information systems 
in the European Union, poses new challenges for 
organizations. These include both the adaptation 
of existing processes and the implementation 
of new technical, legal and organizational solutions. 
Failure to comply with the requirements may result 
in high financial penalties and damage to the 
company's reputation. Therefore, it is worth taking 
action now to ensure compliance with the new 
regulations. 

Key challenges of the NIS2 Directive

1. Security Gap Analysis: Organizations 
must conduct a comprehensive assessment 
of current systems and processes to identify 
areas for improvement. 

2. Implementation of new requirements:
The implementation of technical safeguards, 
such as threat detection systems or incident 
management, requires time, resources and 
appropriate know-how.

3. Legal compliance: The directive imposes 
the obligation to meet certain formal requirements, 
such as incident reporting or risk management.

4. Maintaining Compliance: Organizations must 
constantly monitor their systems and adapt 
procedures to changing legal and technological 
requirements.

How can Deloitte help?

Deloitte specializes in comprehensive support 
for organizations in the process of meeting the 
requirements of the NIS2 directive. Our services 
include:

1. Gap analysis:
• We conduct detailed audits, identifying areas 

where the organization does not meet NIS2 
requirements.

• We prepare a report with recommendations, 
indicating specific steps to take.

2. Requirements Implementation:
• We help you implement appropriate technical 

measures, such as information security 
management systems (ISMS), and processes 
in accordance with best practices.

• We support the development and 
implementation of business continuity plans 
and incident response strategies.

3. Legal and organizational consulting:
• We cooperate with legal experts to ensure full 

formal and legal compliance.
• We advise on risk management and creating 

a safety culture in the organization.

Challenges of the 
NIS2 Directive 
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4. Maintaining Compliance: 

• We offer monitoring, training and process update 
services to ensure long-term compliance with 
the Directive.

Why is it worth acting now?

The NIS2 directive imposes strict deadlines for 
implementing the requirements, and the process of 
adapting the organization is time-consuming. 
Starting action now allows you to avoid rushing, 
minimize the risk of fines, and build a solid 
foundation for digital security.

Take action today! Contact Deloitte for a free 
consultation and to find out how we can help your 
organization meet the requirements of the NIS2 
directive.
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