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Dear Ladies and Gentlemen,

This document is the third policy brief resulting from the letter of intent signed during CYBERSEC EXPO & FO-
RUM 2024 on June 19th in Kraków, in the presence of Deputy Prime Minister and Minister of Digital Affairs 
Krzysztof Gawkowski. The agreement was concluded between the Kosciuszko Institute and the European Cyber 
Security Organisation (ECSO) regarding the organization of a series of events focused on the priorities of digital 
and technological policy during Poland’s Presidency of the EU Council.
	 The third meeting in the Road to the Polish Presidency series was dedicated to addressing challenges 
and overcoming obstacles in dual use technology. 
	 In recent years, dual use technologies have become increasingly critical for economic competitiveness, 
national security, and technological sovereignty. Rapid advancements in areas such as artificial intelligence, qu-
antum computing, and advanced digital systems offer transformative potential. However, they also introduce 
challenges, including regulatory fragmentation, export control complexities, and the need for effective collabo-
ration across sectors. Furthermore, geopolitical tensions and evolving global security threats have highlighted 
the importance of fostering a balanced, coordinated, and forward-looking approach to dual use innovation 
and deployment. 
	 Drawing from a meeting held on November 26, 2024, attended by representatives of the Ministry 
of Digital Affairs of Poland, the European Cyber Security Organisation (ECSO), the private sector, academia, 
and the Kosciuszko Institute, together we were able to identify key challenges and solutions surrounding regula-
tory harmonization, export controls, cross-sector collaboration, and innovation support for dual use technologies.
We would like to express our heartfelt gratitude to all members of the working group whose dedication, know-
ledge, and experience contributed to the creation of this document. The developed recommendations represent 
a significant step in building a digital and secure society. We extend our sincere thanks to the Ministry of Digital 
Affairs for their invaluable support and commitment, which played a crucial role in the realization of our initiative. 
We greatly appreciate your professionalism, openness to cooperation, meaningful contributions, and support 
of our shared mission.
	 We would also like to extend our heartfelt gratitude to all partner institutions and experts for their inva-
luable support in both the substantive and organizational aspects of our efforts, with our deepest appreciation 
reserved for our esteemed partner, Deloitte.
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Dual-use technology poses a range of pressing chal-
lenges today and in the near future. Currently, issues 
include ensuring responsible development, preventing 
misuse, and navigating complex international regu-
lations that very across borders. In the coming years, 
challenges will likely intensify with the rapid advance-
ment of emerging and disruptive technologies as they 
risk falling into unintended hands or exacerbating glo-
bal power imbalances.

DEFINING DUAL USE TECHNOLOGY

The concept of dual use technology has grown incre-
asingly complex. While traditionally defined as tech-
nologies intended for civilian use but with potential 
military applications, this understanding no longer ful-
ly captures today’s reality. Technological development 
now flows in multiple directions—innovations origina-
ting in the private sector are increasingly adopted for 
military and public use, while traditional military tech-
nologies also find civilian applications.
	 Defining dual use technology requires a focus on 
context and application. Technologies such as software, 
cybersecurity tools, and artificial intelligence may serve 
civilian purposes but can be repurposed for defense, 
espionage, or other unintended uses. Static regulatory 
lists, while a useful baseline, are not enough to keep 
pace with emerging challenges. A risk-based approach—
assessing the likelihood of misuse and understanding 
how technologies evolve—is increasingly necessary.
	 The challenge lies in balancing innovation with 
security. Technologies must remain accessible to foster 

economic and societal progress while ensuring safe-
guards against misuse. Monitoring research outcomes, 
improving regulatory flexibility, and addressing vulne-
rabilities are essential steps to manage risks without 
hindering technological growth. A clearer, context-dri-
ven approach to dual use technology will provide a fo-
undation for effective policies that reflect both current 
challenges and future technological realities. 

CHALLENGE: IDENTIFYING 
BIGGEST THREATS IN TERMS OF DUAL 
USE TECHNOLOGY

It is crucial to maintain the discussion about the threats 
and risks posed by dual use technologies, as their misu-
se by hostile actors can lead to significant security bre-
aches, cyber-attacks, espionage and violations of pri-
vacy and human rights. A recent example highlights 
the risk of glocalization data, such as military person-
nel’s jogging routes near sensitive facilities being explo-
ited to infer critical information. Dual use technologies 
can also be weaponized by non-state actors or hostile 
states like Russia or North Korea, destabilizing national 
security and undermining trust in these innovations.
	 Regulatory inconsistencies, particularly in inter-
national frameworks, further exacerbate these risks by 
creating enforcement loopholes. For example, the EU’s 
AI Act regulates high-risk civilian AI but exempts mili-
tary applications, creating a regulatory gap that leaves 
dual use technologies vulnerable to misuses. Civilian-

-developed AI systems, such as drones and surveillan-
ce tools, could be repurposed for military or intelligen-

THEME I:

Utilizing dual use
technology – challenges 
for the upcoming years
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ce use, bypassing human rights protections and posing 
risks to European and NATO security. This gap is com-
pounded by asymmetries in veracity and cybersecuri-
ty requirements between military and civilian applica-
tions, with the adoption of less accurate, probabilistic 
systems from civil domain posing additional threats.
	 Broad fields like AI and quantum computing 
complicate regulation, and the rapid pace of technolo-
gical advancement presents challenges for universities 
and research to stay informed. Addressing these issu-
es requires stronger oversight, harmonized regulations 
and systemic approaches to risk mitigation, ensuring 
technologies align with both ethical principles and se-
curity needs.

RECOMMENDATIONS:

1.	It is recommended to conduct ongoing assess-
ments of the usage and associated risks of dual use 
technologies. The development of advanced risk 
assessment frameworks is essential for effectively 
addressing these challenges. Introducing compre-
hensive, tailored models to identify potential vul-
nerabilities, including misuse scenarios by hostile 
actors, is critical. Such assessments should be in-
tegrated into the processes of technology develop-
ment and deployment to ensure responsible inno-
vation and risk mitigation.

2.	Developing real-time threat monitoring systems 
to identify and detect potential misuse of dual use 
technologies, such as unauthorized access to sen-
sitive data or the weaponization of civilian techno-
logies, is essential. These systems should provide 
early warnings and support rapid response efforts 
to mitigate risks effectively.

3.	Universal standards for dual use AI in the milita-
ry context should be immediately set up. The lack 
of such standards exacerbates risks, including ethi-
cal practices, regulatory gaps and potential misuse 
by hostile actors. Without a unified framework, 
the deployment of AI in military settings may lead 
to heightened security vulnerabilities, reduced in-
teroperability among allied nations and challenges 
in ensuring accountability and transparency. 

4.	Expanding the AI Act should be considered 
and complemented by a cohesive international fra-
mework to regulate AI across all sectors, ensuring 
the protection of human rights and the preserva-
tion of global stability.

5.	It is recommended to clarify the legislative scope 
by specifying whether it encompasses technologies 

subject to export controls (e.g., Annex 1 in the EU), 
critical technologies, or a broader category that inc-
ludes all STEM-related innovations with potential 
military or civilian applications.

6.	Skills gap should be addressed by developing 
and implementing comprehensive training pro-
grams on dual use issues at all levels within univer-
sities. These programs should equip responsible 
individuals, who often lack prior experience, with 
the necessary knowledge and tools to manage dual 
use concerns effectively.

7.	It is recommended that Europe draw on the les-
sons learned from countries like the US, Canada, 
and Australia in addressing dual use issues, using 
their approaches as inspiration to enhance policies 
and practices at all levels.

CHALLENGE: COOPERATION ON THE EU 
AND TRANSATLANTIC LEVEL

The level of transatlantic cooperation will largely de-
pend on the approach of the new US administration. 
Nevertheless, pursuing the highest possible level 
of collaboration remains essential. The Transatlantic 
Trade and Technology Council (TTC) has already es-
tablished a foundation for addressing regulatory bar-
riers in trade and compliance, including issues related 
to export-controlled dual use items. 
	 To enhance cooperation, it is crucial to build 
on this foundation by adopting key principles and stra-
tegies that address shared security concerns while 
balancing economic and regulatory differences. This 
approach will ensure a strong and secure transatlan-
tic partnership.
	 The ultimate goal should not only be to streng-
then mutual security but also to set a global standard 
for responsible innovation in dual use technologies, 
ensuring these advancements benefit society while 
minimizing potential risks. 

RECOMMENDATIONS:

1.	The EU and transatlantic partners, especially 
the United States, should work together on har-
monizing policies related to dual use technologies, 
including those concerning export controls, cyber-
security standards, and AI governance. This pro-
cess would also help to close loopholes and ensure 
consistent enforcement across borders. By aligning 
regulatory frameworks, both regions can reduce 
barriers to collaboration and ensure that dual use 
technologies are governed by robust and compa-
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tible standards that protect human rights and na-
tional security. A unified approach can strengthen 
overall security and compliance.

2.	It is recommended to leverage the Trade and Tech-
nology Council as a platform for enabling the EU 
and U.S. to proactively address challenges asso-
ciated with dual use technologies with an ongoing 
dialogue, collaborative investments, and unified 
policy measures to tackle emerging technological 
threats, enhancing transatlantic resilience against 
shared challenges.

3.	Promoting joint research and development (R&D) 
initiatives between the EU and the US can acce-
lerate technological innovation while ensuring 
advancements align with shared security and ethi-
cal standards. By pooling resources and expertise 
in areas such as AI, cybersecurity and other emer-
ging dual use technologies, both regions can foster 
innovation that benefits both defense and civilian 
sectors. Horizon Europe and joint projects aimed 
at developing secure and resilient technologies can 
serve as platforms for collaborative efforts, driving 
innovation while reinforcing transatlantic ties.

4.	Developing common standards for export controls 
is crucial to mitigate the risks associated with dual 
use technologies, particularly their acquisition by 
hostile actors, including state and non-state en-
tities. The EU and the U.S. should work through fra-
meworks, for example, the Wassenaar Arrangement 
to establish coordinated export control policies 
that prevent unauthorized access to sensitive tech-
nologies. Harmonizing these controls can involve 
creating joint screening mechanisms, fostering mul-
tilateral partnerships, implementing international 
standards, supporting capacity building, advancing 
joint research initiatives, and enhancing information 
sharing to ensure a robust and unified approach.

5.	Building ethical and transparent AI governance 
frameworks is essential as AI becomes increasin-
gly integrated into dual use technologies, parti-
cularly in military and security contexts. The EU 
and the U.S. should collaborate to develop frame-
works that emphasize transparency, accountability, 
and the protection of fundamental human rights, 
with clear guidelines for AI’s military applications. 
Drawing on initiatives such as the EU’s Artificial 
Intelligence Act and the U.S. National AI Initiative, 
both regions can work toward shared ethical prin-
ciples. In parallel, it is crucial to address the legal 
challenges associated with technological develop-
ment, including intellectual property rights (IPR), 
the regulation of access to critical raw materials 

and their substitutes, and the ongoing review 
and updating of relevant legislation. Investments 
in talent development and creating optimal con-
ditions for professional growth will further support 
these efforts.

6.	Beyond government-to-government collabora-
tion, the EU and U.S. should actively involve indu-
stry stakeholders, academic institutions, and civil 
society in discussions on dual use technologies. 
Engaging with the private sector can provide va-
luable insights into emerging technological trends 
and help align innovation with security priorities. 
Simultaneously, contributions from civil society 
can ensure that policies governing dual use techno-
logies uphold human rights and ethical principles.

CHALLENGE: IMPLEMENTING
CYBERSECURITY MECHANISMS
TO PROTECT THEM FROM
POTENTIAL TAKEOVER BY HOSTILE
ACTORS

With dual use technologies becoming increasingly in-
tegral to innovation and national security, the need 
for robust cybersecurity measures to protect them 
has grown significantly. These technologies are par-
ticularly vulnerable to cyberattacks that aim to steal 
sensitive information, disrupt critical operations, or se-
ize unauthorized control. As the lines between civilian 
and military applications continue to blur, it is essen-
tial to implement well-defined safeguards that address 
their unique risks, and the high stakes involved.

RECOMMENDATIONS:

1.	Enhanced threat detection and monitoring sys-
tems are critical for safeguarding dual use techno-
logies, particularly those with military applications. 
Governments should deploy advanced systems le-
veraging AI and machine learning to detect cyber 
threats in real-time and establish dedicated moni-
toring units for these technologies. Centralizing log 
data, utilizing SIEM tools for analysis, and ensuring 
adequate logging to identify anomalies are essen-
tial steps. Collaborations with intelligence agencies 
and cybersecurity firms can improve data-sharing 
and bolster threat intelligence, ensuring readiness 
against the latest attack methods. Additionally, de-
veloping a comprehensive incident response plan 
will enable rapid and effective action during secu-
rity incidents.
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2.	Investing in robust encryption and comprehensive 
data protection measures is essential for securing 
dual use technologies. Mandatory implementation 
of strong encryption standards should be enforced 
for both data at rest and data in transit, ensuring 
that information remains secure against unautho-
rized access. End-to-end encryption must be adop-
ted alongside secure data-sharing platforms to mi-
nimize the risk of interception by hostile entities, 
especially when transmitting sensitive information 
between government systems or external partners. 
To prevent unauthorized data transfers and leaks, 
Data Loss Prevention (DLP) tools and processes 
should be implemented across all systems. These 
tools can monitor, detect, and block any suspicious 
data movement, providing an additional safegu-
ard for sensitive assets. Regular backups of critical 
data, combined with periodic restoration tests, are 
necessary to ensure data integrity and availabi-
lity in case of disruptions or cyber incidents. For 
technologies deemed highly sensitive, the Ministry 
should actively explore and invest in quantum-re-
sistant encryption methods as they become ava-
ilable. These emerging encryption standards will 
provide a future-proof layer of protection against 
potential threats posed by advances in quantum 
computing. Proactively integrating these measu-
res will bolster the security and resilience of di-
gital systems managed by the Ministry, ensuring 
the protection of strategic assets in an evolving 
threat landscape. 

3.	Ensuring supply chain security and effective ven-
dor management is critical for protecting dual 
use technologies. Governments should enforce 
stringent cybersecurity standards for all suppliers 
and third parties involved in their production 
and distribution. This includes mandatory security 
certifications, compliance with established secu-
rity requirements, and regular supply chain audits 
to identify and mitigate risks, such as the inser-
tion of malware or backdoors by hostile actors. 
Requiring suppliers to adhere to these standards 
reduces supply chain vulnerabilities and streng-
thens overall security.

4.	Establishing clear and common rules for trading 
in dual use technologies is essential, encompas-
sing procedural and technical requirements as well 
as the obligations of end-users. These rules should 
be supported by robust legal and regulatory fra-
meworks that address the unique cybersecurity 
challenges associated with dual use applications. 
This includes updating national cybersecurity laws 
to counter emerging threats, penalizing unautho-
rized access and cyberattacks, and fostering inter-

national coordination to prosecute hostile actors 
involved in cyber intrusions. Together, these me-
asures ensure a secure and transparent trading 
environment for dual use technologies.

5.	Fostering public-private partnerships (PPP) and en-
hancing international collaboration are vital for se-
curing dual use technologies. Governments should 
engage private sector expertise through joint R&D 
initiatives, threat intelligence sharing, and collabo-
rative response strategies to strengthen defenses 
and drive innovation in cybersecurity solutions. 
Simultaneously, international cooperation is es-
sential to address the global nature of dual use 
technologies. By working through organizations 
like NATO and the EU, governments can establish 
and enforce standardized cybersecurity protocols, 
harmonizing security measures across borders 
and closing regulatory gaps that could be exploited 
by hostile actors.
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In the race to develop and control dual use technolo-
gies, Europe faces mounting pressure from major com-
petitors like China. How can the EU navigate the glo-
bal competition surrounding technologies with both 
civil and military applications.

CHALLENGE: FOSTERING INNOVATION 
AND COMPETITIVENESS WITHIN 
EUROPE, MANAGING DEPENDENCIES ON 
FOREIGN TECHNOLOGIES, ENHANCING 
RESILIENCE, AND BALANCING 
COLLABORATION WITH SECURITY AND 
SOVEREIGNTY CONCERNS

The challenge of fostering innovation within Europe, 
managing dependency on foreign technologies, and ba-
lancing collaboration with security concerns, requires 
a multi faced approach. Dependency on foreign techno-
logies means that sectors are more susceptible to occur-
rences such as supply chain disruptions and geopolitical 
tensions. Such disruptions can hinder access to critical 
resources or technologies, causing significant econo-
mic and operational setbacks. Furthermore, placing 
essential services in the hands of foreign entities can 
put national security at risk by increasing the possibili-
ty of foreign malign actors exploiting the vulnerabilities 
of these technologies. It also exposes sensitive data 
and critical infrastructure to potential cyber threats. 
	 This reliance can also stifle domestic inno-
vation as foreign technologies might limit opportu-
nities for local businesses and start-ups. Domestic 

innovation can both bolster the economy and natio-
nal security by ensuring control over critical techno-
logies and more attention should be brought to this 
area. Furthermore, the lack of education and support 
for research and development is constricting com-
petitiveness within Europe and limiting the number 
of experts capable of driving such technological in-
novation. At the same time, partnerships between 
sectors and like-minded partners can accelerate inno-
vation by combining resources, knowledge, and exper-
tise while setting shared security and ethical standards. 
These partnerships enable the development of mutual 
safeguards to mitigate security risks, ensuring that col-
laborative advancements in critical technologies align 
with European values and priorities. Reducing reliance 
on foreign technologies is essential to secure Europe’s 
digital and technological sovereignty.
 

RECOMMENDATIONS: 

1.	Expedite the establishment of Union Testing Fa-
cilities (UTFs) for the civil domain and intercon-
nected cross-border digital infrastructure. Testing 
and Experimentation Facilities (TEFs) focused on 
AI systems and technologies at Technology Readi-
ness Levels (TRL) 6-8 (pre-market and pre-certifi-
cation stages) will allow oversight bodies to verify 
claims of potential technologies before they enter 
the market. Develop systemic frameworks to iden-
tify errors and failures, reduce existing error rates, 
and enhance the safety and quality of emerging 
technologies. Implement measures such as regula-

THEME II:

Dual use technology
and the global competition 
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tory sandboxes, UTFs, and TEFs to accelerate time-
-to-market and lower certification costs.

2.	Continue investing in strategic sectors such as se-
miconductors, artificial intelligence (AI), cyberse-
curity, quantum technologies, and biotechnology 
to reduce reliance on external sources. Initiatives 
like the European Chips Act can strengthen semi-
conductor production, ensuring resilience in supply 
chains. Prioritize the production of semiconduc-
tors within the EU to secure advanced computing 
technologies essential for AI and other critical 
fields. Develop local semiconductor manufacturing 
capabilities while engaging in strategic partner-
ships with trusted global manufacturers.

3.	Foster public-private partnerships (PPPs) to acce-
lerate innovation while ensuring security and ethi-
cal standards. Collaborations between EU-based 
tech firms and public institutions can advance AI 
and other technologies maintaining data privacy 
and cybersecurity. Streamline pathways for tech-
nology transfer from research institutions to indu-
stry to efficiently commercialize innovations. Pro-
mote startups and SMEs through innovation funds, 
R&D grants, and incentives to develop domestic 
technologies, especially in sensitive sectors.

4.	Support educational programs, research funding, 
and career pathways in critical fields such as en-
gineering, data science, AI, quantum technologies, 
and cybersecurity. Promote STEM education, spe-
cialized training, and programs for future skills de-
velopment. Attract and retain talent by offering 
PhD and postdoctoral fellowships, competitive sa-
laries, state-of-the-art research facilities, and fun-
ding for independent research. Creating attracti-
ve career opportunities will help retain European 
scientists and technologists and reduce reliance on 
imported expertise. Strengthen EU-wide research 
networks, such as the European Research Area 
(ERA), to facilitate knowledge sharing and resour-
ce pooling. Establish specialized centers for AI, qu-
antum computing, and biotechnology to promote 
synergies among top researchers across Europe.

5.	Ensure European data and AI infrastructure remain 
under EU jurisdiction by developing homegrown 
platforms and establishing strict data governan-
ce policies. Invest in Europe’s own cloud services, 
high-performance computing, and quantum infra-
structure to reduce dependency on foreign provi-
ders and enhance digital resilience.

6.	Implement strong export control mechanisms, 
such as the EU Dual Use Regulation, to prevent 

sensitive technologies from reaching adversarial 
states or non-state actors. Develop a standardized 
framework for assessing and mitigating foreign 
investment risks in critical sectors to prevent ho-
stile takeovers and undue influence over European 
tech firms.

7.	Partner with trusted countries such as the U.S., Ja-
pan, and South Korea to enhance access to cutting-

-edge technology and develop a cooperative appro-
ach to global standards-setting. Such collaborations 
should include provisions for technology sharing 
and mutual safeguards against security risks.

8.	Align regulatory processes across Member States 
to streamline R&D, production, and commercia-
lization, ensuring that innovative products reach 
the market efficiently. Establish EU-wide ethical 
and security standards for AI, biotech, and other 
emerging technologies to ensure responsible de-
velopment aligned with European values and en-
hance public trust.

CHALLENGE: STRENGHTENING
THE COOPERATION TO BE LESS 
DEPENDENT

The EU faces significant challenges in building 
a resilient and sovereign technological ecosystem, 
particularly due to fragmented cross-border digital 
and technological infrastructure. Disparities in regu-
latory frameworks, procurement processes, and sup-
ply chain coordination across Member States hinder 
the efficient production and deployment of critical 
technologies like semiconductors and biotech. The ab-
sence of standardized procurement systems prevents 
the creation of a unified market that could incentivi-
ze local production and reduce reliance on third-party 
suppliers. Additionally, insufficient cross-border te-
sting and regulatory tech infrastructure delays the ve-
rification and market entry of emerging technologies, 
limiting Europe’s ability to respond swiftly to global 
technological advancements.
	 Another major challenge is the development 
of talent, research capacity, and innovation ecosystems 
that can keep pace with global competitors. While Eu-
rope boasts strong research initiatives, talent mobility 
and retention remain insufficient, with programs like 
Erasmus+ and Marie Skłodowska-Curie Actions ne-
eding expansion to meet the demands of fields such 
as AI, quantum computing, and cybersecurity. Attracting 
and retaining top talent is increasingly difficult witho-
ut competitive career incentives, funding for high-risk 
deep tech projects, and a clear strategy for public-priva-
te partnerships. Furthermore, the lack of unified ethical 
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and cybersecurity standards across the EU complica-
tes efforts to ensure responsible technology develop-
ment and data sovereignty, leaving Europe vulnerable 
to external influences and technological dependencies.
 
 
RECOMMENDATIONS:

1.	Develop cross-border digital regulatory infrastruc-
ture to streamline oversight, enhance coopera-
tion, and ensure harmonized regulatory processes 
across Member States. Establish Pan-European 
production networks to strengthen supply cha-
ins for key technologies, such as semiconductors 
and biotech supplies, ensuring facilities are distri-
buted across Member States. Standardize procu-
rement processes to harmonize purchasing across 
the EU, fostering a unified market that encourages 
local production and reduces dependence on thir-
d-party suppliers.

2.	Implement digital sovereignty policies that priori-
tize data protection, ethical AI, and cybersecurity 
infrastructure. Establish a European Center for 
Cybersecurity and Critical Technologies to coordi-
nate cybersecurity and critical tech development, 
enabling the EU to collectively address emerging 
technological threats. Create a Coalition for Ethi-
cal AI and Cybersecurity Standards in collaboration 
with international allies. This coalition would pro-
mote transparency, security, and ethical practices 
in technology development, safeguarding Europe-
an interests globally.

3.	Create a European Venture Capital Fund for Deep 
Tech to support startups working in AI, quantum 
computing, and biotechnology. This pan-Europe-
an fund would incentivize innovation by financing 
high-risk, high-reward projects. Foster public-pri-
vate partnerships (PPPs) to accelerate innovation 
and stimulate private-sector involvement in high-

-tech sectors. Encourage collaborations between 
governments, industry, and research institutions 
to co-invest in advanced R&D and commercialize 
innovations effectively.

4.	Support domestic innovation through targeted 
funding, including grants and incentives for star-
tups and SMEs. Focus on high-impact sectors 
such as AI, semiconductors, and biotechnology 
to strengthen Europe’s competitive edge. Pro-
mote internal cooperation by developing integra-
ted systems that align Member States’ regulatory 
and technological priorities. Collaborative efforts 
will enable the EU to build a competitive, resilient, 
and sovereign technological ecosystem.

CHALLENGE: ESTABLISHING A JOINT 
EU-NATO PLATFORM TO COORDINATE 
RESPONSES TO CYBER THREATS

Establishing a join EU-NATO platform could bring abo-
ut many advantages, such as improved threat detection. 
A unified defense strategy, enhanced collaboration 
with other sectors, and collective security. Howe-
ver, creating such a platform comes with its challen-
ges. The differences in the decision-making processes, 
as well as coming to a consensus on priorities and re-
source allocation, can become a major obstacle in such 
a cooperation. The sharing of sensitive information be-
tween the two organizations could also raise concern 
about the safety of data sharing platforms. This could 
greatly increase the risk for intelligence leaks which 
would affect more than one member state and could 
pose a threat to international security. Furthermore, 
differences in priorities between NATO’s primarily mi-
litary focus and the EU’s civilian-economic focus could 
lead to misalignment in strategies and resource alloca-
tion. Shifts in geopolitical dynamics or disagreements 
among partners could undermine the platform’s ef-
fectiveness. Finally, establishing and operationalizing 
a joint platform would require significant upfront 
investments in technology, personnel, and infrastruc-
ture and sustained funding and resource commit-
ments from both organizations may prove challenging 
in the face of competing priorities. Despite the obstac-
les however, if implemented with care, the advantages 
could justify the need for such a platform.

 
RECOMMENDATIONS: 

1.	Form a dedicated EU-NATO task force focused on 
cyber threats to dual-use technologies, comprising 
representatives from both organizations and key 
member states. The task force would assess thre-
ats, coordinate responses, and develop joint cyber-
security protocols. The task force would also over-
see partnerships with private sector companies 
that develop and maintain dual-use technologies. 
Collaboration with the private sector will ensure 
best practices are followed in securing supply cha-
ins and critical infrastructure against cyber threats.

2.	Create a secure digital platform for real-time threat 
intelligence sharing and communication between 
EU and NATO cybersecurity teams. This platform 
would enable both organizations to identify pat-
terns, share information on vulnerabilities, and pro-
tect critical technologies such as AI and quantum 
systems. Connecting institutions to this platform 
should be mandatory to ensure comprehensive par-
ticipation and maximize threat detection capabilities.
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3.	Develop common cybersecurity standards and best 
practices for dual-use technology suppliers to en-
sure robust security measures are implemented 
across critical technologies. This will help minimi-
ze vulnerabilities to cyber-attacks and strengthen 
the resilience of both civilian and military applica-
tions.  Enrich cyber threat taxonomies and leve-
rage platforms like the OECD AI Incident Monitor 
to share lessons learned, identify patterns, and en-
hance system-wide understanding of cyber risks.

4.	Organize regular EU-NATO cyber defense exerci-
ses to test collaboration and readiness in respon-
ding to cyber threats targeting dual-use technolo-
gies. These exercises would identify weaknesses, 
improve coordination, and enhance response ti-
mes in real-world scenarios. Incorporate insights 
from exercises to refine cybersecurity protocols, 
threat mitigation strategies, and interoperability 
between EU and NATO systems.

5.	Create a network of military-focused laboratories 
in Europe that act as bridge institutions between 
academic research and military applications. This 
would facilitate the transition of civil-focused 
technological innovations with military potential 
into practical defense solutions. Support academic 
research on AI security by addressing key chal-
lenges, such as AI model manipulation, severe co-
ding errors, and system risks. Focus on developing 
advanced error identification methods beyond cu-
rrent probabilistic systems, which are insufficient 
and can introduce new vulnerabilities.

6.	Encourage collaboration with private sector part-
ners to enhance cybersecurity across dual-use 
technologies. Engage industry leaders to imple-
ment security best practices, improve supply cha-
in resilience, and safeguard critical infrastructure. 
Facilitate partnerships that foster innovation while 
ensuring alignment with EU-NATO cybersecurity 
standards and protocols.



13

Currently, inconsistent regulations across the EU 
lead to loopholes and uneven enforcement, weake-
ning Europe’s position in global technology security. 
Looking forward, emerging technologies such as AI, 
biotechnology, and quantum computing present new 
regulatory hurdles, as these rapidly evolve beyond 
existing frameworks.

CHALLENGE: STREAMLINING 
AND STANDATIZING EXPORT CONTROLS 
FOR DUAL-USE TECHNOLOGIES 
ACROSS THE EU

The regulatory inconsistency for dual-use technology 
export controls across the EU poses significant chal-
lenges to security, innovation and economic competiti-
veness. It created vulnerabilities that can be exploited 
by hostile actors and place an increased compliance 
burden on exporters.
	 To overcome these challenges, the EU must 
undertake coordinated actions to simplify and har-
monize dual-use technology export control proces-
ses. A unified framework will enhance security by 
minimizing exploitation risks and strengthen Europe’s 
position as a global leader in establishing robust tech-
nology governance standards. Moreover, streamlined 
processes will reduce costs for businesses and foster 
innovation within the EU.

RECOMMENDATIONS:

1.	Establishing a unified EU export control frame-
work is essential for streamlining and standard-
izing the regulation of dual-use technology exports 
across member states. Replacing fragmented na-
tional policies with a single, harmonized system 
will ensure clear rules and guidelines, eliminate 
regulatory discrepancies, and close loopholes. 
A consolidated framework should include a com-
mon monitoring system for dual-use technology 
exports, alongside updated regulations that enhan-
ce transparency and predictability, thereby streng-
thening the EU’s common export control regime.

2.	Enhancing the role of the EU Dual-Use Coordina-
tion Group (DUCG) is critical to ensuring the uni-
form application of export controls and improving 
coordination among member states. The DUCG’s 
mandate should be expanded to include oversight 
of emerging technologies, mediation of disputes, 
and providing clear guidance. Additionally, esta-
blishing a centralized database, fostering stronger 
cooperation between member states, conducting 
regular consultations, and supporting joint deci-
sion-making will further streamline enforcement 
and strengthen the EU’s dual-use export control 
framework.

3.	Introduce robust enforcement measures to pre-
vent unauthorized exports, including regular audits, 
enhanced penalties for violations, and improved 
cooperation between national customs authorities. 

THEME III:

Dual-use control export
and regulations 
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A centralized EU enforcement unit could support 
these efforts by investigating cross-border cases.

4.	Developing a centralized EU export licensing sys-
tem is essential for streamlining the application 
and approval processes for dual-use technology 
exports. A shared digital platform would allow bu-
sinesses to submit requests through a single portal, 
reducing bureaucratic delays and ensuring con-
sistency in licensing decisions across the EU. Le-
veraging advanced technologies, such as AI, data 
analytics, and secure communication channels, can 
enhance the system’s efficiency and user expe-
rience while strengthening the overall reliability 
of export controls.

5.	Expanding and updating the EU Dual-Use Control 
List to include advancements in emerging techno-
logies such as AI, quantum computing, and bio-
technology is essential to ensure export controls 
remain effective in addressing advancements that 
could be exploited for malicious purposes.

6.	Providing regular training and resources for busi-
nesses and exporters is vital to ensuring complian-
ce with export controls. Comprehensive training 
programs should educate stakeholders on the risks 
associated with dual-use technologies and offer 
clear guidance on licensing requirements. Additio-
nally, fostering public-private collaboration thro-
ugh partnerships between governments, academia, 
and private sector stakeholders can align export 
controls with industry practices. This cooperation 
helps identify potential risks and ensures that re-
gulations remain practical and balanced, avoiding 
undue burdens on businesses.

CHALLENGE: ESTABLISHMENT 
OF A CENTRAL EU INSTITUTION 
TO COORDINATE AND MONITOR 
COMPLIANCE WITH EXPORT
CONTROL REGULATIONS

The creation of a central EU institution to coordinate 
and monitor compliance with export control regula-
tions could bring significant advantages to addressing 
current inconsistencies and enforcement gaps across 
member states. However, it would also come with 
challenges related to sovereignty, bureaucracy, and re-
source allocation. 
	 There are some arguments in favor of this. 
The creation of this kind of institution could address si-
gnificant challenges currently facing the EU. First of all, 
it could bring consistency and harmonization. A cen-
tralized institution would ensure uniform application 

of export control regulations, eliminating discrepancies 
between national-level policies and closing loopholes 
that adversaries could exploit. A centralized oversi-
ght would facilitate real-time monitoring of dual-use 
exports, improving enforcement against unauthorized 
transfer. A specialized unit to investigate and address 
violations across the EU could be established within 
the institution. A central body would be also better po-
sitioned to regularly update regulations to address new 
technologies, such as AI, quantum computing and bio-
technology, ensuring that controls remain relevant. La-
stly, smaller member states, which can lack the resour-
ces to enforce export control effectively would benefit 
significantly from the shared expertise and centralized 
resources provided by such an institution.
	 However, creating a central EU institution 
to coordinate and monitor compliance with export 
control regulations could face some challenges. Mem-
ber states may be hesitant to relinquish control over 
sensitive aspects of trade and security, citing concerns 
over national sovereignty. Additionally, implementing 
such an institution would require substantial invest-
ments in infrastructure, staffing, and training, posing 
significant financial and logistical hurdles. There is also 
a risk that a centralized body could become overly bu-
reaucratic, leading to inefficiencies and delays in deci-
sion-making, including export approvals. Furthermore, 
striking the right balance between security and innova-
tion remains a critical concern, as excessively stringent 
controls could stifle innovation and reduce the com-
petitiveness of European industries in global markets. 
The establishment of such an institution presents cer-
tain challenges. Nevertheless, the potential benefits it 
offers make it a consideration worth pursuing.

RECOMMENDATIONS:

1.	The institution’s responsibilities, focusing on har-
monization, monitoring and enforcement while 
respecting national prerogatives, should be cle-
arly outlined. Its primary focus would be on har-
monizing export control regulations across mem-
ber states, ensuring consistency in interpretation, 
application, and enforcement. It would monitor 
compliance with dual-use export controls, facili-
tate real-time reporting and intelligence sharing, 
and provide a central hub for addressing violations 
efficiently. Additionally, the institution should act 
as a resource center, offering technical support 
and expertise to member states, particularly smal-
ler ones. Importantly, its operations must respect 
national sovereignty by working within a frame-
work that allows member states to retain final au-
thority over sensitive national security matters.



15

2.	Representatives from all member states should col-
laborate to ensure transparency and inclusiveness. 
Regular forums, reporting mechanisms, and advi-
sory committees should be established to faci-
litate dialogue, address member state concerns, 
and strengthen cooperation. A rotating leadership 
model or equal representation could enhance trust 
and ensure that diverse national interests are ta-
ken into account, fostering ownership and align-
ment of export control measures across the EU.

3.	The private sector and academia should be involved 
to ensure that regulations align with technological 
realities and industry needs. Regular consultations 
with businesses and research entities will help 
ensure that regulations are practical, aligned with 
technological realities, and do not impose excessi-
ve burdens that could stifle innovation. Advisory 
panels or working groups comprised of industry 
experts, policymakers, and academics should be 
created to provide guidance on updating regula-
tions, identifying emerging risks, and developing 
balanced measures that enhance security without 
hindering competitiveness.

4.	It is recommended to adopt a phased implemen-
tation approach, starting with a pilot program 
to centralize oversight for selecting high-risk tech-
nologies and expanding it gradually as needed. 
The program can initially focus on high-risk tech-
nologies such as AI, quantum computing, or cyber-
security tools, where consistent oversight is most 
urgently needed. This would allow the institution 
to test centralized coordination mechanisms, es-
tablish protocols for reporting and enforcement, 
and identify potential obstacles before scaling 
operations. Lessons learned from the pilot phase 
would inform adjustments and improvements, en-
suring a smooth, gradual rollout. Over time, the in-
stitution’s scope can be expanded to cover additio-
nal technologies and sectors, as required.

5.	Coordination and interoperability with NATO are 
needed in this area to align export control me-
asures with transatlantic operations, and active 
collaboration with all stakeholders. Dual-use tech-
nologies often have strategic importance in tran-
satlantic defense and security efforts, and incon-
sistent regulations could hinder joint operations 
or create vulnerabilities. The institution should 
prioritize coordination with NATO to ensure inte-
roperability of policies, facilitate intelligence sha-
ring, and harmonize approaches to dual-use tech-
nology exports. This collaboration would enhance 
Europe’s strategic autonomy while reinforcing its 
role as a reliable transatlantic partner.

6.	The Agency for the Cooperation of Energy Re-
gulators could serve as a model. The Agency for 
the Cooperation of Energy Regulators (ACER) 
serves as a successful precedent for creating 
centralized EU-level oversight while maintaining 
national authority in a critical sector. Like ACER, 
the proposed institution could function as a coor-
dinator and facilitator, ensuring uniform enforce-
ment while empowering member states to retain 
operational control where necessary. ACER’s go-
vernance structure, funding model, and mecha-
nisms for collaboration across national authorities 
provide valuable lessons for building an institution 
that is both efficient and adaptable. 

CHALLENGE: ADAPTING EU 
REGULATIONS TO RAPIDLY EVOLVING 
TECHNOLOGIES

Adapting EU regulations to address rapidly evolving 
technologies, such as AI and biotechnology, requires 
proactive, dynamic, and forward-looking measures. 
These technologies evolve much faster than traditio-
nal regulatory frameworks, necessitating a shift to-
wards flexible and anticipatory governance.
	 By implementing recommended measures, 
the EU can create a robust, adaptable regulatory fra-
mework that balances innovation with security con-
cerns. These steps will ensure the EU remains a leader 
in responsibly governing rapidly evolving technologies 
while mitigating risks to global stability. Some stake-
holders argue that expanding export controls to cover 
all emerging technologies, such as AI and biotech-
nology, could create unnecessary burdens and stifle 
innovation. Therefore, a careful approach is needed 
to ensure that export controls are applied only where 
strictly necessary, while exploring alternatives like soft 
law for broader, less critical technologies. 

RECOMMENDATIONS:

1.	Adopting an adaptive regulatory framework is es-
sential to keep pace with rapidly evolving tech-
nologies. This framework should include modular 
regulations that can be easily updated as techno-
logies and their applications change, along with 
provisional guidelines to enable interim compliance 
while permanent regulations are developed. Regu-
latory sandboxes should be implemented to test 
and refine regulations in controlled environments, 
providing valuable insights to improve regulatory 
approaches. Regular reviews, a flexible risk-based 
assessment approach, and enhanced international 
cooperation—such as multilateral collaboration, 
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information sharing, and joint research initiatives—
are crucial for staying ahead of emerging challen-
ges. Investment in expertise, technological tools, 
and cybersecurity capacity building is also neces-
sary, as is fostering public-private partnerships 
that involve industry, academia, and civil society 
to ensure a balanced and forward-looking regula-
tory system.

2.	Enhancing risk assessment and categorization 
is crucial for managing dual-use technologies ef-
fectively. An EU-wide risk classification system 
should be developed to evaluate emerging tech-
nologies based on their potential dual-use appli-
cations, incorporating input from scientific, ethi-
cal, and technological experts to identify potential 
misuse and security risks. This system should be 
continuously monitored, with regular reviews 
and updates to reflect advancements in technology 
and evolving threat landscapes. Additionally, dual-

-use projects should be consistently monitored, 
and risks mitigated through legislation at the EU le-
vel. To ensure effectiveness, the regulatory impact 
must be evaluated regularly, with policies adjusted 
in response to emerging challenges and feedback 
from stakeholders.

3.	Expanding expert networks and strengthening 
public-private collaboration are essential for ef-
fectively managing dual-use technologies. The EU 
should establish a permanent Expert Advisory Co-
uncil on Emerging Technologies, drawing on diver-
se perspectives from academia, industry, and in-
ternational organizations to maintain up-to-date 
knowledge and expertise. AI and biotechnology 
experts should be actively involved in export con-
trol decision-making processes. Simultaneously, 
fostering public-private partnerships by engaging 
with technology companies, academic institutions, 
and civil society can facilitate information sharing 
on potential misuse and compliance challenges. 
Incentivizing innovation in ‘export control-frien-
dly’ technologies that minimize dual-use risks will 
further support a balanced approach to security 
and innovation.

CHALLENGE: RISK MANAGEMENT 
MECHANISMS TO SUPPORT THE 
RESPONSIBLE USE OF DUAL-USE 
TECHNOLOGIES

Managing the risks associated with dual-use techno-
logies requires robust and harmonized mechanisms 
to address potential misuse while fostering secure 
and ethical applications. At both the national and EU 

levels, there is a pressing need to shift from being risk-
-averse to becoming risk-aware, recognizing that no 
collaboration or technological advancement is entirely 
without risk. The focus should be on effectively miti-
gating these risks through comprehensive strategies 
and measures, such as clear contractual obligations, 
data-sharing restrictions, personnel vetting, and ada-
ptable exit clauses.
	 Currently, the lack of harmonization in existing 
risk management mechanisms and the limited availabi-
lity of automated tools represent significant challenges. 
Many market operators developing dual-use techno-
logies may lack expertise in cyber risk management, 
further underscoring the need for standardized appro-
aches and accessible tools. Additionally, a broader co-
nversation is needed across the EU to raise awareness 
of the risks and foster discussions around effective 
mitigation strategies. By integrating risk management 
into national and EU strategies, governments can en-
sure that innovation progresses responsibly, aligned 
with EU values and global security objectives.

RECOMMENDATIONS:

1.	Addressing the challenges of deploying AI tech-
nologies developed for civilian purposes in mili-
tary contexts requires robust mechanisms, inc-
luding the establishment of Civil-Military Testing 
and Experimentation Facilities to adapt and evalu-
ate these technologies in controlled environments. 
An integrated risk assessment framework is essen-
tial, combining threat analysis—based on misuse li-
kelihood, geopolitical implications, and ethical con-
siderations. Effective risk control mechanisms must 
ensure oversight of technology usage, verification 
of its effects, and acceptance of defined risk levels. 
Regulatory systems should be introduced to govern 
the export of dual-use technologies, balancing na-
tional and EU security priorities with ethical con-
siderations. Complementary monitoring and audit 
mechanisms would provide ongoing oversight, en-
suring accountability and fostering trust in the re-
sponsible use of dual-use technologies.

2.	Enhancing oversight and monitoring of dual-use 
technologies requires coordinated efforts at both 
national and EU levels. National watchdog agen-
cies should be established to oversee compliance 
and conduct risk assessments, while a centrali-
zed EU body could harmonize monitoring efforts 
across member states and coordinate responses 
to emerging risks. A shared EU database would fur-
ther strengthen these efforts by tracking the pro-
duction, sale, and export of dual-use technologies, 
enabling data-driven decision-making. Leveraging 
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real-time data analytics would allow for the iden-
tification and mitigation of vulnerabilities across 
supply chains, ensuring a proactive and unified ap-
proach to managing dual-use technology risks.

3.	Partnerships between governments and techno-
logy firms can help identify vulnerabilities, share 
threat intelligence, and implement best practices 
for safeguarding technologies. Offering incenti-
ves, such as tax breaks or grants, can encourage 
companies to invest in secure and ethical dual-u-
se applications. Additionally, engaging civil society 
organizations, academic experts, and industry le-
aders in the policymaking process ensures diver-
se perspectives are considered. Regular forums 
and consultations can further refine risk manage-
ment strategies by incorporating valuable feedback 
and fostering a collaborative approach to addres-
sing challenges.

4.	Enhancing ethics and compliance in dual-use tech-
nologies requires targeted training and investment 
in research and innovation. Mandatory training pro-
grams should be developed for stakeholders in in-
dustries handling dual-use technologies, emphasi-
zing export controls, compliance, and ethical usage. 
EU-wide certification schemes can standardize 
these programs, ensuring consistent understan-
ding across sectors. Simultaneously, supporting 
R&D initiatives is crucial for advancing technolo-
gies with built-in risk management features. Fun-
ding research into ethical AI, secure biotechnology, 
and quantum computing will promote responsible 
innovation while addressing the unique challenges 
posed by dual-use technologies.

5.	Strengthening international cooperation is vital 
for aligning risk management practices and esta-
blishing global standards for dual-use technolo-
gies. Collaboration with organizations like NATO 
and the United Nations can ensure a cohesive ap-
proach, while bilateral agreements with allies can 
facilitate the exchange of knowledge, best practi-
ces, and resources. Effective risk control measures 
must accompany these efforts, including stringent 
oversight of technology usage, verification of its ef-
fects, and acceptance of defined risk levels. Moni-
toring and audit mechanisms should be integrated 
to support these goals, ensuring that international 
cooperation is underpinned by robust and transpa-
rent risk mitigation strategies.
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Funding is a key aspect of dual-use technology deve-
lopment, especially in the context of Europe’s ambitious 
goals for innovation, competitiveness and technologi-
cal independence. Stable and targeted funding can ena-
ble acceleration of research, development of key capa-
bilities and strengthening of public-private cooperation.

CHALLENGE: SOURCES OF FUNDING

To effectively support the development of dual-u-
se technologies and enhance Europe’s technological 
security, a balanced approach to funding that leve-
rages national, EU, and private sources is recommen-
ded. Each funding source plays a complementary role, 
and prioritizing their integration can maximize innova-
tion and strategic outcomes.

RECOMMENDATIONS:

1.	Given the strategic importance of dual-use techno-
logies, funding should prioritize a mix of EU, natio-
nal, and private sources to ensure financial stability 
and sustainable support. EU funds should remain 
the dominant funding source, complemented by 
national investments, with countries like Poland 
encouraged to increase their contributions to R&D 
in key and sensitive technologies. Dedicated sup-
port programs should be established, guided by 
an EU-level strategy that sets priorities and ap-
propriate security requirements for financing pa-
ths. This balanced approach will mitigate risks, fo-

ster innovation, and provide the stability needed 
to advance critical dual-use projects.

2.	National governments should foster tailored 
investments by allocating funds to address coun-
try-specific technological priorities and security 
concerns, while ensuring alignment with broader 
EU goals. For dual-use technologies with military 
applications, national defense budgets should sup-
port innovation in critical areas such as cyberse-
curity, quantum computing, and AI. Additionally, 
governments can leverage public procurement po-
licies to stimulate local industries and strengthen 
resilience in strategic sectors, fostering both natio-
nal security and economic growth.

3.	EU funds play a crucial role in enhancing cohe-
sion and scaling innovation across member states. 
Programs like Horizon Europe should be prioriti-
zed to fund collaborative research and innovation 
projects, fostering cross-border advancements 
in dual-use technologies. Increased investment 
in the European Defense Fund (EDF) is essential 
to support dual-use R&D and strengthen the EU’s 
defense technological base. Additionally, Cohesion 
Funds should be directed toward regions lagging 
in technological development, ensuring a more 
equitable innovation landscape and bridging gaps 
across the EU.

4.	A balanced funding approach is essential to en-
sure stable and sustainable support for dual-use 
technologies. Public-Private Partnerships (PPPs) 

THEME IV:

Financing dual-use
technology development
and innovation 
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should be facilitated to bridge gaps between pu-
blic funding and private investment, aligning finan-
cial efforts with EU strategic goals. Match funding 
mechanisms can encourage participation in EU 
programs by leveraging national funds to com-
plement EU grants, allowing countries to address 
both national priorities and broader EU objecti-
ves. Additionally, dedicated innovation hubs for 
dual-use technologies, supported by pooled EU 
and national funds, can streamline development 
and funding processes. This mix of national, EU, 
and private funds, guided by an EU-level strategy 
that sets priorities and security requirements, will 
provide a diverse and resilient financing path. Such 
a balanced approach mitigates risks, supports in-
novation, and enhances overall financial stability 
across the EU.

5.	Private sector funding plays a critical role in dri-
ving innovation in dual-use technologies. Creating 
an environment that attracts venture capital 
and supports startups through tax incentives, pu-
blic-private partnerships (PPPs), and innovation 
hubs can accelerate investment in high-potential 
projects. Encouraging corporate R&D investments 
will ensure that large companies integrate dual-u-
se research into their strategies while maintaining 
compliance with EU security regulations. Blended 
finance models, which combine public and priva-
te funding, can help mitigate risks for investors, 
particularly in high-potential but high-risk dual-

-use projects. Facilitating robust PPPs will further 
bridge the gap between public funding and private 
investment, ensuring alignment with EU strategic 
priorities and fostering a sustainable ecosystem for 
dual-use innovation.

6.	Funding strategies for dual-use technologies must 
align with broader EU priorities to ensure tech-
nological independence, resilience, and ethical 
innovation. Emphasis should be placed on redu-
cing reliance on non-European technologies, par-
ticularly in critical sectors such as semiconductors, 
AI, and cybersecurity. Funding should also priori-
tize projects that integrate robust cybersecurity 
measures to protect dual-use innovations from 
potential threats posed by hostile actors. Additio-
nally, all investments must uphold European valu-
es by fostering ethical and sustainable innovation, 
ensuring that funded technologies respect human 
rights and promote environmental sustainability 
while advancing the EU’s strategic goals.

CHALLENGE: CREATION OF A SPECIAL 
EU FUND EXCLUSIVELY DEDICATED TO 
DUAL-USE TECHNOLOGIES

Opinions are divided when it comes to the creation 
of a special EU fund exclusively dedicated to dual-u-
se technologies. Some argue that such a fund would 
streamline financing, reduce fragmentation, and prio-
ritize strategic projects in areas like AI, biotechnology, 
and quantum computing, allowing Europe to maintain 
its technological edge while addressing emerging chal-
lenges. They emphasize the need for faster allocation 
of resources, particularly in response to evolving se-
curity threats, and highlight the benefits of incentivi-
zing public-private partnerships to foster collaboration 
and share risks.
	 On the other hand, critics express concerns 
about adding complexity to an already crowded fun-
ding landscape. They argue that existing frameworks 
should be leveraged and simplified rather than cre-
ating additional layers of bureaucracy. Some suggest 
a hybrid approach, where dual-use projects remain 
integrated within broader civil R&D programs, while 
military-specific initiatives are handled separately with 
clear interconnections. Safeguards must also be in pla-
ce to ensure researchers retain autonomy and are not 
pressured into developing technologies they do not 
wish to pursue. Areas like materials science, drones, 
and space technologies have been identified as prio-
rities, regardless of the funding structure.

RECOMMENDATIONS:

1.	On one hand, creating this kind of fund could 
be a strategic move to enhance Europe’s ability 
to address pressing technological challenges, ensu-
re security, and maintain competitiveness in global 
markets. Such a fund would streamline financing 
processes, prioritize urgent and strategically impor-
tant projects, and provide a focused approach to in-
novation in this critical area. It could act as a cor-
nerstone of Europe’s strategy to maintain resilience, 
security, and leadership in critical technology do-
mains. By focusing resources on key areas and fo-
stering a collaborative ecosystem, the fund would 
reinforce Europe’s position in the global technology 
race while addressing emerging challenges.

2.	On the other hand, there are opinions it would add 
extra complexity to the already crowded funding 
landscape, and we should focus on simplification 
rather than the other way around. The model pro-
posed by the FP10 High-Level Group, which sug-
gests a division between civil and dual-use projects 
and a separate military category with interlinks, 
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provides a balanced approach. This structure al-
lows for mutual exploitation of innovations be-
tween sectors without the need for an entirely se-
parate fund. Dual-use technologies can instead be 
categorized within the broader framework for sup-
porting R&D projects, ensuring integration while 
maintaining flexibility. If a more defined separation 
is required, it could focus on areas like materials 
and material technologies, drones, space techno-
logies, artificial intelligence, and quantum techno-
logies. Additionally, safeguards must be in place 
to protect researchers from being pressured into 
developing items against their will, ensuring ethical 
and voluntary participation.

CHALLENGE: FINANCING MECHANISMS 
FOR THE BEST SUPPORT 
OF INTERNATIONAL COOPERATION 
BETWEEN THE EU AND TRANSATLANTIC 
ALLIES FOR JOIN TECHOLOGY 
PROJECTS AND INNOVATIVE SECURITY 
SOLUTIONS

Fostering international cooperation between the EU 
and its transatlantic allies, particularly European NATO 
members, for joint technology projects faces significant 
challenges due to political and financial complexities. 
Not all EU nations may support such initiatives, which 
could hinder consensus and collective action. The lack 
of a unified governance structure for overseeing fun-
ding distribution and monitoring project progress risks 
undermining transparency and accountability, creating 
distrust among stakeholders. Additionally, ensuring 
equal financial commitment from partners—such 
as through 50-50 co-financed projects—is essential 
but can be difficult to achieve, especially when nations 
prioritize differing security and technological objectives.
	 Strategic alignment poses another challenge, 
as projects must address shared threats like cyber risks, 
supply chain vulnerabilities, and the misuse of dual-u-
se technologies, all while adhering to ethical standards 
and democratic values. Furthermore, building capacity 
through workforce development and technology-sha-
ring programs requires dedicated resources, which 
may face delays or fragmentation. The lack of flexible 
and agile funding mechanisms limits the EU’s ability 
to respond swiftly to emerging technological opportu-
nities and global security challenges. Without overco-
ming these barriers, the EU risks missing opportunities 
to strengthen transatlantic ties, enhance technological 
sovereignty, and accelerate the development of critical 
dual-use innovations that serve both civilian and mili-
tary needs.

RECOMMENDATIONS:

1.	Create EU-NATO Innovation Funds to co-finan-
ce dual-use technology projects in key areas 
such as AI, quantum computing, biotechnology, 
and cybersecurity. Implement matching contribu-
tions from the EU, NATO, and individual member 
states to pool resources efficiently and maximize 
impact. Develop co-investment strategies that al-
low partners to share risks and resources, streng-
thening collaboration and driving innovation. 

2.	Expand the Horizon Europe framework to inclu-
de transatlantic calls for proposals, enabling joint 
research and development efforts with global al-
lies. Establish partnerships with the U.S. Defen-
se Advanced Research Projects Agency (DARPA) 
to fund research on high-risk, high-reward techno-
logies, fostering innovation in critical areas.

3.	Negotiate specific agreements with the U.S and Ca-
nada to co-fund projects in strategically vital fields, 
such as cybersecurity, advanced materials, and AI. 
Include funding for technology transfer programs 
to leverage each partner’s strengths while safegu-
arding intellectual property.

4.	Introduce joint EU-NATO or EU-U.S. innovation 
challenges to identify and fund groundbreaking ide-
as in security-related technologies. Award winners 
with seed funding and opportunities for further de-
velopment in collaborative research labs, promoting 
cutting-edge solutions in dual-use innovation.

CHALLENGES: HOW EXISTING 
EUROPEAN FUNDS CAN BE OPTIMIZED 
TO INCREASE THEIR IMPACT ON DUAL-
USE TECHNOLOGY DEVELOPMENT 
AND EFFECTIVELY MEET THE STRATEGIC 
NEEDS OF THE EUROPEAN UNION?

Optimizing existing European funds like the European 
Defence Fund (EDF) and Horizon Europe to support 
dual-use technology development presents several 
challenges. A lack of strategic alignment and coor-
dination across these programs leads to inefficien-
cies and duplication, hindering their ability to target 
emerging technologies like AI, quantum computing, 
and advanced materials. Administrative complexity, 
including burdensome application and reporting pro-
cesses, further limits accessibility, particularly for SMEs 
and start-ups that drive innovation. Additionally, frag-
mented funding mechanisms and unclear definitions 
of dual-use technologies create barriers to effective 
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implementation and resource allocation, slowing inno-
vation cycles and reducing the EU’s ability to respond 
quickly to strategic defense and security needs.
	 Another critical challenge is ensuring that 
funding mechanisms are flexible and risk-mitigated 
to address the unique demands of dual-use techno-
logies. While public-private collaboration and blen-
ded financing mechanisms hold promise, they rema-
in underutilized, limiting private sector participation 
and co-investment. Establishing thematic funding calls, 
regional innovation hubs, and workforce development 
programs is essential but requires better integration 
and focus. If these challenges are addressed, the expec-
ted impact would be significant: greater EU resilience 
and sovereignty in critical technologies, accelerated 
innovation cycles with direct applications in security 
and defense, and strengthened strategic autonomy, 
reducing reliance on foreign technologies. By refining 
and aligning existing funds, the EU can position itself 
as a global leader in dual-use innovation and strategic 
security while fostering participation from diverse ac-
tors across its ecosystem. 

RECOMMENDATIONS:

1.	Enhance strategic coordination across funding 
programs, such as the European Defence Fund 
(EDF) and Horizon Europe, to align objectives with 
dual-use priorities. Focus on technologies critical 
to both civil and military applications, including AI, 
quantum computing, advanced materials, and bio-
technology. Create synergies between these funds 
to reduce duplication, encourage interdisciplinary 
projects, and maximize resource efficiency.

2.	Use EDF and Horizon Europe funds to establish 
regional innovation clusters focused on dual-use 
technologies. These hubs will foster collaboration 
among universities, industry, and government in-
stitutions, driving localized innovation. Diversify 
projects geographically by prioritizing development 
in areas like Southern and Eastern Europe, ensuring 
broader regional participation and innovation. 

3.	Allocate specific funding streams within Horizon 
Europe and EDF for dual-use R&D projects through 
thematic calls in priority areas such as cybersecuri-
ty, autonomous systems, and biotechnology. Utili-
ze blended finance mechanisms, such as combining 
public funding with private investments, matching 
grants, and risk-sharing instruments to support hi-
gh-impact projects. Enable fast-track funding pro-
cedures for projects that can scale quickly to ad-
dress strategic EU defense and security needs. 

4.	Simplify application and reporting procedures to at-
tract a broader range of stakeholders, particularly 
SMEs and start-ups, which are key drivers of dual-

-use innovation. Introduce centralized platforms for 
funding applications to enable better coordination, 
monitoring, and transparency across programs.

5.	Increase funding for public-private partnerships 
to leverage industry expertise and accelerate 
the commercialization of dual-use innovations. In-
centivize private co-investment through tax bene-
fits or matching grants tied to EU strategic priorities, 
fostering a collaborative innovation ecosystem.

6.	Allocate funding to workforce training programs 
that prepare researchers, engineers, and technicians 
to work on dual-use technologies. Partner with uni-
versities to integrate dual-use technology conside-
rations into academic curricula, ensuring a steady 
pipeline of skilled talent to meet future needs.

7.	Foster cross-border cooperation with transatlan-
tic allies and other global partners while mainta-
ining EU security standards. Dedicate EDF fun-
ding to joint projects that enhance interoperability 
within NATO and promote global leadership in du-
al-use technologies.

8.	Dedicate portions of funding to risk assessments 
and technology export control compliance to en-
sure adherence to EU security guidelines. Deve-
lop monitoring frameworks to track technological 
advancements, address vulnerabilities in real time, 
and mitigate risks related to dual-use innovations. 
Establish a joint monitoring effort between public 
and private stakeholders to enhance transparency, 
share intelligence, and ensure a coordinated re-
sponse to emerging risks.

CHALLENGE: ATTRACTING GREATER 
PRIVATE SECTOR INVESTMENT

The EU faces significant challenges in fostering a thri-
ving dual-use technology ecosystem due to fragmen-
ted regulatory frameworks, limited financial incentives, 
and insufficient coordination. Complex and incon-
sistent certification processes across Member States 
create barriers to market entry, slowing innovation 
and increasing costs for companies. Additionally, whi-
le intellectual property protections and export con-
trol regulations exist, they remain inadequate in fully 
safeguarding dual-use innovations, reducing invest-
ment attractiveness. Balancing security requirements 
with innovation, such as implementing mandatory 
security assessments, further complicates efforts 
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to streamline regulatory processes and promote pri-
vate sector participation.
	 Another critical challenge is the fragmented 
funding landscape for cybersecurity and dual-use R&D. 
Cybersecurity suffers from dispersed and uncoordi-
nated funding, which limits its impact. Financial tools 
like tax incentives, grants, and low-interest loans are 
underutilized or inconsistently applied, preventing 
the EU from attracting sufficient private investment 
in high-risk, high-reward technologies like AI, quan-
tum computing, and biotechnology. Moreover, the lack 
of cohesive public-private partnerships and secure in-
formation-sharing mechanisms hinders collaboration 
and slows the adoption of innovative solutions. Ad-
dressing these challenges requires the EU to harmonize 
regulations, focus funding, and create a clear, supporti-
ve environment for dual-use technology development.

RECOMMENDATIONS: 

1.	Provide clear and supportive regulatory frame-
works that encourage private sector participation 
in dual-use technology development. Develop 
regulatory sandboxes to allow companies to test 
dual-use technologies in controlled environments, 
accelerating innovation while ensuring complian-
ce with security standards. Introduce streamlined 
export control compliance processes for firms 
adhering to EU regulations, reducing admini-
strative burdens without compromising security. 
Establish an EU-wide security certification fra-
mework for dual-use technologies, enabling com-
pliant firms’ easier access to funding, procurement 
opportunities, and markets. Balance security with 
innovation by implementing mandatory security 
assessments for private investments in dual-use 
technologies to ensure responsible use and pre-
vent misuse by hostile actors.

2.	Offer R&D tax credits, deductions, and reduced tax 
rates for companies investing in critical dual-use 
areas such as AI, quantum computing, and biotech-
nology. Provide tax breaks for companies demon-
strating compliance with EU security standards. 
Implement matching grants where public funding 
complements private investments in dual-use R&D, 
encouraging companies to scale projects. Offer 
competitive grants (targeted funding) and block 
subsidies for high-potential dual-use innovation 
projects. Provide low-interest loans through in-
struments like the European Investment Bank 
(EIB), prioritizing SMEs and start-ups working on 
dual-use technology projects. Additionally, deve-
lop co-investment schemes in partnerships with 
venture capital firms to support high-risk, high-re-

ward dual-use technologies. Create public-private 
partnership Funds, pooling resources between go-
vernments and private firms to finance large-scale 
innovation projects. Finally, establish EU-wide in-
novation prizes to reward breakthroughs in dual-

-use technologies that address strategic priorities, 
such as energy resilience and cyber defense. 

3.	Strengthen intellectual property protection laws 
to safeguard dual-use innovations, incentivize pri-
vate sector investments, and protect European 
patents. Provide regulatory support to facilitate 
the monetization of solutions developed in dual-u-
se R&D projects. Offer private companies, preferen-
tial access to EU-funded defense and infrastructure 
projects if they meet dual-use technology standards.

4.	Ensure cyber funding is focused, coordinated, 
and less fragmented, given its horizontal and cross-

-cutting nature. Dual-use technologies, particular-
ly in cybersecurity, require concentrated financial 
and strategic support to mitigate risks effectively. 
Prioritize funding for R&D programs and establish 
strategic areas of focus, ensuring dual-use projects 
align with EU security and technological autono-
my goals. Facilitate public-private information-

-sharing frameworks to allow the private sector 
access to government insights on emerging threats 
and vulnerabilities.

5.	Expedite access to the market for dual-use tech-
nologies by reducing the cost and complexity 
of the certification process. Develop mechanisms 
like regulatory sandboxes and enhance implemen-
tation policies to accelerate the commercialization 
of dual-use technologies.
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Dual-use technology is vital to national and global se-
curity, economic competitiveness, critical infrastructu-
re resilience, and the collaboration between the civilian 
and military sectors. They hold significance in multiple 
sectors and should be at the forefront for policy ma-
kers. As dual use technologies advance rapidly, en-
suring their responsible use while maintaining innova-
tion is essential. Key issues include the risks of misuse, 
such as cyber threats, espionage, and the spread of mi-
sinformation, which can undermine security, public 
trust, and democratic stability. Regulatory gaps fur-
ther exacerbate these risks, as outdated or insufficient 
frameworks leave emerging technologies vulnerable 
to exploitation, hindering their safe and equitable 
deployment. Moreover, the fragmented nature of re-
gulations across different regions and sectors creates 
inefficiencies, stifles innovation, and complicates in-
ternational collaboration. 

	 To address these challenges, there is a growing 
need for clear, adaptable regulations that can keep 
pace with technological advancements, alongside im-
proved oversight mechanisms to ensure accountability 
and transparency. Enhanced international collabora-
tion is equally critical to align global standards, share 
best practices, and mitigate cross-border risks effec-
tively. The creation of joint institutions and platforms 
should be considered in order to ensure the safe deve-
lopment of such technologies. Furthermore, creating 
funds and investing more into this area can drive inno-
vation and the expansion of new technologies. By ba-
lancing security with innovation, fostering cross-sector 
cooperation, and aligning national and regional strate-
gies, Europe can build a more resilient and integrated 
technological ecosystem, boost its competitiveness, 
and establish global leadership in the responsible de-
velopment and use of emerging technologies.

Summary
of key
recommendations
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The NIS2 Directive, which aims to increase the level 
of security of network and information systems 
in the European Union, poses new challenges for 
organizations. These include both the adaptation 
of existing processes and the implementation 
of new technical, legal and organizational solutions. 
Failure to comply with the requirements may result 
in high financial penalties and damage to the 
company's reputation. Therefore, it is worth taking 
action now to ensure compliance with the new 
regulations. 

Key challenges of the NIS2 Directive

1. Security Gap Analysis: Organizations 
must conduct a comprehensive assessment 
of current systems and processes to identify 
areas for improvement. 

2. Implementation of new requirements:
The implementation of technical safeguards, 
such as threat detection systems or incident 
management, requires time, resources and 
appropriate know-how.

3. Legal compliance: The directive imposes 
the obligation to meet certain formal requirements, 
such as incident reporting or risk management.

4. Maintaining Compliance: Organizations must 
constantly monitor their systems and adapt 
procedures to changing legal and technological 
requirements.

How can Deloitte help?

Deloitte specializes in comprehensive support 
for organizations in the process of meeting the 
requirements of the NIS2 directive. Our services 
include:

1. Gap analysis:
• We conduct detailed audits, identifying areas 

where the organization does not meet NIS2 
requirements.

• We prepare a report with recommendations, 
indicating specific steps to take.

2. Requirements Implementation:
• We help you implement appropriate technical 

measures, such as information security 
management systems (ISMS), and processes 
in accordance with best practices.

• We support the development and 
implementation of business continuity plans 
and incident response strategies.

3. Legal and organizational consulting:
• We cooperate with legal experts to ensure full 

formal and legal compliance.
• We advise on risk management and creating 

a safety culture in the organization.

Challenges of the 
NIS2 Directive 
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4. Maintaining Compliance: 

• We offer monitoring, training and process update 
services to ensure long-term compliance with 
the Directive.

Why is it worth acting now?

The NIS2 directive imposes strict deadlines for 
implementing the requirements, and the process of 
adapting the organization is time-consuming. 
Starting action now allows you to avoid rushing, 
minimize the risk of fines, and build a solid 
foundation for digital security.

Take action today! Contact Deloitte for a free 
consultation and to find out how we can help your 
organization meet the requirements of the NIS2 
directive.
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